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Abstract

This study deals with the design of a file system that cannot recover deleted files with
digital forensic technology. The choice of functions that can easily recover already deleted
files and functions that cannot be easily recovered can be determined entirely by the user’'s
request. Recycle Bin functions, such as Windows systems, can be used to facilitate recovery,
but it i1s also necessary to make recovery difficult in terms of strengthening security
functions. On UNIX systems, the file deletion function only disconnects the files to be
deleted from the directory structure and does not erase the contents of the deleted files
themselves. Therefore, it is possible to recover deleted files with digital forensics technology.
The anti—forensics technique presented in this study disables the recovery process by
intentionally changing all information in the deleted file into an arbitrary pattern.
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struct filsys 7 %A= otgle] d=Fo] thFolAAnt 7|E A 2gd U3 Az 57
3t [-==2 9n]dlE struct dinode T-EA Y A= FoA] olgo TUE FE FHELS
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struct filsys {

daddr_t s_free[NICFREE]; /A& 7}s3dt tl~= &5 E]i:E */

ino_t s_inode[NICINOD]; /* Ab& 7hs3dh [-== 2 2E =

daddr_t s_tfree; /* A& 7bedh Hia &5 F «/

ino_t s_tinoe; /* A& 7hsdh [-m=9] F x/
}
struct dinode {

ushort di_uid; /* AF&=#F IDo]™, 42le] sjeloz WA =/

ushort di_gid; /* L& IDo]H, 2o deoz W7 %/

off t di_size; /* ¥ A7]olH, dojo] Helo=z WA =/

char di_addr[40]; /* T2 &5 Fxolw, Qlojo] HHo= WA »/

time_t di_atime; /= wFA[ 2} < AlZFolw, §leojo] dHom WA «/

time_t di_mtime; /* P} WA A|ZFolw | Joleo] HHo R WA x/

time_t di_ctime; /* HZ A Alzkolw, 1o oz WA */
}
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