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Abstract

The certificate is still much used in financial transactions and public service.
So new security hardening methods are necessary for safely using the
cerificate. In this paper, we are going to solve the problem wusing the
bio—information technolodgy and the hash function with the two pairs of
asymmetric keys. Private-key2 and encrypted private-key2 are encrypted by
the hash result from bio-characteristics and stored at the user part and the
certification authority respectively. Because the user are firstly recognized by
the hash result and use the private-keyl decoded by the private-key2, we can
reduce the risk of the loss or hacking, and only change the private-key2 when
a reissue.
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