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An Empirical Study on change from an existing
Analog-based substation to Digital-based SA substation
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Abstract

Currently, the new substation automation uses the international standard IEC
61850 communication protocol. KEPCO is also constructing a new substation
based on IEC 61850 from 2013 through the pilot application and research and
development starting from 2007. However, there are few cases where existing
substations(Transformer, T/L GIS, D/L GIS, etc.) have been used, and RTU
based substations operating systems have been changed to SA substations
based on IEC 61850. Therefore, the introduction of IEC 61850 in existing
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substation facilities has the advantage of enhancing the substantiality of the
substation by reusing existing facilities, improving the interoperability with the
latest substations introduced, and converting existing substations into systems
suitable for unmanned operation. In this paper, we introduce a case of changing
the existing RTU based substation operation system to digital substation using
IEC 61850 field information processor, Ethernet switch and SA operation
system. Also, IEC 61850 client authentication program and Wireshark, which is
a packet analysis tool, verify IEC 61850 conformance and its feasibility.
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Substitution ¥ Setting Group Selection& IEC 61850 Z&lo] A E ¢} IEC 61850 A ¥ 7} =41
TFeFo] A x| slo] vt FAlo] 7153, Unbuffered ReportingS L@ 73 o] A4 F2H3S &

Q15 o,

Initiate Request (8)
Proposed MMS PDU Size: 32000
Proposed oOutstanding Requests Calling: 1000
Proposed oOutstanding Requests Called: 1000
Proposed Data Nesting Level: 5
= Initiate Request Detail
MMS Version Number: 1
=  Proposed Parameter CBEBS:
Proposed Parameter CBES:
Array Support [STR1] (0)
structure support [STR2] (1)
Named variable Support [VNaM] (2)
Alternate Access support [VALT] (3)
Addressed variable support [VADR] (4)
Third Pary service support [TPY] (&)
Named variable List support [VLIS] (7)
=  services supported Calling:
services Supported Calling:
identify (2)
fileopen (72)
fileread (73)
fileclose (74)
informationReport (79)

2395, IEC 61850 Basic Exchange™ A A] Wireshark Log 3} 7

1983 #o] SNTP Al 2715 7IWro 2 7kE CB, DS, ES 8 & IEC 61850 Z2EZ 7]k
stell Al 473 Hom d=s wetth 199 o] gk A Aol 913 DO == 4%
]

1=
AT E=3 1103 Zo] A AxY AFAARAgNS 7)1EY [EC 61850 7]8ke)
IEDE ¥ 4% GOOSE WA E A2 oz Faukgrt) ol dZAH A gute] RTUS &

HA o2 giAste] IEC 61850 71¥He] IEDSF 5dd 7|5 FaqS SHer)

Network Time Protocol
v Flags: Ox24
B0 e = Leap Indicator: no warning (0)
. 10 0... = version number: NTP version 4 (4)
vo.. 100 = Mode: server (4)
peer Clock Stratum: primary reference (1)
peer Polling Interval: invalid (1)
peer Clock precision: 0.000004 sec

Root Delay: 0.0000 sec

Root Dispersion: 0.0010 sec

rReference Clock ID: Global Positioning Service

: e Clock Up me! Ju) 17, 2018 06:33:27.036577 UTC
e Stamp: 17, 2018 06 .162548 UTC

Receive Time Stamp: Jul 17, 2018 06:33:27.163724 UTC
Transmit Time Stamp: Jul 17, 2018 06:33:27.164102 UTC

7176, IEC 61850 SNTP Wireshark Log 3§ %
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A" Bl A3 Aol FRsY, B =RoA AFstaAl sdw 4wty RTU 7]
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1S0/TEC 9506 MMS

unconfirmed (3)

< InformationReport

= VvariableList
RPT

¥  AccessResults

- WSTRING:

MEAS/LLNOSRPSURCE e
o BITSTRING:

ra
>
H
10
[l
o
=2
=
o
|

7|49k SA H

BITSTRING:
BITS 0000 - 0015: 0111110010

UNSIGNED:
e BTIME

75

BTIME 2018-07-19 06:50:21.900 (days=12618 mss

b VSTRING:

E296_LID3MEAS/LLNOSDS_CT_3MMXU

UNSIGNED:

7 5

- BITSTRING:
BITSTRING:
BITS 0000 - 0045: 111111111111

- WSTRTNG!

I50/IEC 9506 MMS
unconfirmed (3)
= InformationReport
= VariableList

RPT
¥  AccessResults
- VSTRING:

D0/DO_1GGI01$RPIDO_1GGIOL

- BITSTRING:
BITSTRING:

BITsS 0000 - 0015: 01 1111001¢0

UNSIGNED: 98

- BTIME
BTIME 2016-
- VETRING:

07-18 03:20:56.887 (days=12617 msec= 12056887)

E296_L ID1D0/DO_16GI01$0S_po_lGGIOL

UNSIGNED: 1
- BITSTRING:
BITSTRING:

BITS 0000 - 0015: 0001 000 O
BITS 0016 - 0031: 000 C OO0 O
00000000

00000000
cocococoooO

BITS 0032 - 0047:

- VSTRING:

E296_L 10100/D0_1GGIO185TSsPCS04

- STRUCTURE
BOOLEAN:

TRUE

- BITSTRING:
BITSTRING:
BITS 0000 - 0015: 00O OOQOCOOQOOOOOO

98 IEC 61850 98 Wireshark Log %l

150/IEC 9506 MMS

Conf Request (0)

write (5)

InvokeID: InvokeID: 40643

= write

¥ List of variable
4 object Name

- Data

v STRUCTURE

BOOLEAN: TRUE

hd STRUCTURE

INTEGER: 3
OSTRING:

UNSIGNED: 181

v uTc

UTC 2018-07-18 03:20.48.000060 Timequality: Oa
BOOLEAN: FALSE
v BITSTRING:
BITSTRING:

BITS 0000 - 0015: 0 O

199, IEC 61850 =3 Wireshark Log ¥ A
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goose
AppID*: 1
PDU Length®: 238
Reservedl®: 0x0000
Reserved2*: 0x0000
= PDU
IEC GOOSE
i
control Block Reference®:  DOBO_C4344ALRM/LLNOSGOSGOChA
Time Allowed to Live (msec): 4000
DataSetReference®:  D980_C4344ALRM/LLNOSpubDsetl
GOOSEID*:  D9IBO
Event Timestamp: 2018-07-10 09:04,50.4B83000 Timequality: 0a
StateNumber®: 181
Sequence Number: 297763
Test®: FALSE
Config Revision*: 1
Needs commissioning*: FALSE
Number Dataset Entries: 30
Data
BITSTRING:
BITS 0000 - 0015: 1 0

BITSTRING:
BITS 0000 - 0015: 0000000 OQ0OO0O0O
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